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Abstract I

g’é’f Abstract

[ Backgrounds

» It is necessary to present the future direction of science and technology through

the selection of emerging technologies

» 10 emerging technologies have identified to prepare for future issues, and
in-depth analysis data is provided for each technology to shape the future

and strengthen usability

[@ Research Process

» The research was carried out in the four main steps including identification
of future issues, nomination of technology candidates, selection of 10 emerging

technologies, and in-depth analysis of the selected technologies

» The future issue of KISTEP 10 emerging technologies is selected as “data security
era’ and 10 emerging technologies are selected after literature review, survery,

and expert meeting

» 10 emerging technologies are analyzed in terms of technology introduction,
technology trends, 2030 future outlook, relationship with other technologies,

technological hurdle and policy proposal etc.

» 10 emerging technologies are deeply analyzed in terms of technology trends

and technology levels according to paper and patents analysis

[¥ Results

» Under the issue of “data security era’, which will bring great change to Korean
society in the next 10 years, emerging technologies have identified and in-depth

analysis are conducted
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» 10 emerging technologies along with data security era @ Infrastructure

integration security technology for autonomous unmanned vehicles, @ Artificial
intelligence-based intelligent cyber security control and automatic response
technology, ® 5G/6G network security technology, @ Manufacturing (industry)
supply chain and system security vulnerability diagnosis automation technology,
(® Functional encryption and application technology such as homomorphic
encryption for privacy-enhancing data safety utilization, ® User protection
and security technology in virtual environments such as metabus, @ Quantum
cryptography technology for absolute data security in the quantum age,
Cybercrime prevention and tracking technology exploiting new digital
technology, ® Cloud/edge security technology for safe virtualization
environment utilization, @ Cryptocurrency reliability assurance technology for

safe digital economy utilization

[ Conclusion and Implications

Each emerging technology can contribute to the security and protection of
data in accordance with the explosive increase in data in the era of digital

transformation after 5 to 10 years

Each emerging technology shows a complementary relationship with other
technologies, which is expected to create positive synergy effects to contribute

to data security era

To promote the commercialization and development of emerging technologies,
it is necessary to improve laws and regulations, to foster experts, and to build

infrastructure

(Laws and systems) Arrangement of laws and systems such as data sovereignty
and safety and security of digital information, and establishment of evaluation
and verification systems for application of new technologies such as quantum

cryptography technology



Abstract I

(Infrastructure construction) Establish a foundation for standardization and
certification, prepare industry-academia-research cooperation systems and

establish test beds for the application of the technology

(Cultivation of human resources) Convergence of talents between other
industries and data security, and promotion of security human resource training
programs that can supply and demand specialized human resources throughout

the industry

According to the paper and patent analysis, most of the 10 emerging technologies
are in the growth phase, and the US and Europe are leading the way in terms

of influence

According to the paper and patent analysis, a differentiated technology securing
strategy is required according to the paper influence and patent influence of
10 emerging technologies. Government-level support is important for security
technologies with relatively low competitiveness in paper influence and patent
influence, and security technologies with relatively high competitiveness in
paper influence and patent influence are expected to have high expected results,

requiring intensive investment
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