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https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwihrIrwsc_nAhXKad4KHYkFBDwQjRx6BAgBEAQ&url=https://www.indiamart.com/proddetail/it-infrastructure-service-14882450248.html&psig=AOvVaw1l8ZH_U28aRSah6Cxm-Q89&ust=1581712904690538
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwihrIrwsc_nAhXKad4KHYkFBDwQjRx6BAgBEAQ&url=https://www.indiamart.com/proddetail/it-infrastructure-service-14882450248.html&psig=AOvVaw1l8ZH_U28aRSah6Cxm-Q89&ust=1581712904690538
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwjCwIa4sM_nAhWadXAKHXRACVAQjRx6BAgBEAQ&url=https://www.kolonls.co.kr/bio/bio&psig=AOvVaw1j4Y4RSsYpk-EmTqPV47Hy&ust=1581712518715361
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwjCwIa4sM_nAhWadXAKHXRACVAQjRx6BAgBEAQ&url=https://www.kolonls.co.kr/bio/bio&psig=AOvVaw1j4Y4RSsYpk-EmTqPV47Hy&ust=1581712518715361
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The U.S. NSS: The third Pillar

« Military : modernization, acquisition, readiness, full-spectrum force

« Defense Industrial Base : understand the problem, encourage
homeland investment, protect and grow critical skills,

* Nuclear Forces : sustain U.S. nuclear weapons, modernize U.S.
nuclear forces and infrastructure, maintain stable deterrence

« Space : advance space as a priority domain, promote space
commerce, maintain lead in exploration

« Cyberspace : improve attribution, accountability, and response,
enhance cyber tools and expertise, improve integration and agility

« Intelligence : improve understanding, harness information at our
disposal, fuse information and analysis
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The U.S. NSS & The Emerging Technologies

Artifca 4 Strategic Visions with

Intelligence

American Interests

« protect American people, the
homeland, and the American,
way of life,

Data
science

« promote American prosperity,

Nanotech Auto- Gene -

nologioes technology editing

* preserve peace through
strength,

Advanced . .
New SN - advance American influence
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Critical Emerging Technologies
2018-2025

- R&D #4-2t PPP oo e 5 ||
(D|UX, |n‘Q—Te|) Quantum I 16%

Infrastructure NG 15%
Health/Medical G 11%

H H EI’ Food/Ag I 4%
'aggTEE

Robotics I 3%

‘every technology that iPhone smart’ e
(internet. GPS, touch-screen, and SIR/)
Was publicly funded...” Figure 4: ETNS Survey, May 2018
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. Dl a_ _O_ | —7|S 9_ IC_Dl X_ll'l 9_ | technology development and implementation
_ sudget N 10%
I|—-| é|I: I__ll Hol- %I: AC_Dl 7E:| Lack of Direction [ 17
o D | E’ __O_l IO-I X_I-II J_I_|' Io-l $ 7 | -Tllll- LH state-Influenced Competition | INNNEEEEE :::
= (| = Int, Capital Loss 12%
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A x —_ I Educational Decline _ 11%
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I__Il % _J_IIEE-C-)-l le Xl‘ Figure 1: ETNS survey, May 2018
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Under Pressure: Industrialised countries will feel the heat of Made in China 2025

Vulnerability of select industrial countries to Made in China 2025
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Importance of high-tech industries
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Figure 1: The Regime Complex for Managing Global Cyber Activities

International Law
Conventions

UN Charter, UNGA
Resolutions and LOAC

Human Rights

Regimes

ICCPR

UN — 1/3 Committee

UN — WSIS Process

Government Groupings

G8, G20, 3G and OECD

GGE

Incident Response Regimes

IGF, WSIS and WGIG

Intelligence
Community
Alliances

“Five Eyes” and

Bern Group
N\

IWWN and FIRST

Corporate Decisions

: International Policy Standards

ISPs and telcos (including
routing and content)

Law Enforcement Cooperation

Council of Europe Convention on
Cybercrime and INTERPOL

\

Conferences

London Process,
NETmundial and

AN

Telecom Regimes
ITU (ITRs) and GUCCI

A\

Regional Organizations
CoE, OSCE, SCO, OAS and ARF

Civil Rights Organizations

|
I .
§ ICANN,IANA, ISOC and RIRs  § 1 Net Group
I [
! Internet Technical Standards ! |ndepe.nd.eni
! 1 Commissions
I IETF, W3C and IAB I
T 1 Toomas Hendrik
Ilves, Carl Bildt
Track One and Two .
Dialogues Industrial ICT Standards
US/China and IEEE
Europe/China /
Trade Regimes

Intellectual Property Regimes |

WIPO and ACTA

WTO and Wassenaar
Arrangement

EFF, Freedom House and Access

/

International Finance Institutions

IMF, World Bank, EBRD, OECD DAC
and ICT4D
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® - The U.S. vs. China Outerspace Development Roadmap

@uj= @ 3=

2019 2020- 2023- Late 2030s
First lunar 2021 2024 2020s Crewed

\?vrilcl)tr)stglit Launch and Probe to Lunar Irﬁ?sasrion
to Earth landing of first the moon's  research
Mars probe south pole  station

I

2020 2022 2024 2028 Late

Launch of Completion of Astronauts return Establishment 2030s
Mars rover  space station to the moon of permanent

Crewed
lunar base

mission to
Mars

= déjavu of Moonshot Redux v.s. the fast follower




March: Pan-  May:Al  October:  December: January:  March:Alat April: First ~ April: UK~ May:White ~ May:  June: Towards ~Fall 2018:
Canadian  Singapore Al Strategy Finland's Al Budget for Al the Service  Workshop Al Sector  House Summit Sweden’s Al an Al Strategy ~ EU's Al
Al Strategy Announced 2031 Strategy  Taiwan  of Citizens for Strategy  Deal onAl Strategy  in Mexico  Strategy

MEC+=ElIb==1TE

Fall 2018:
Germany’s Al

' * *:Z —_— |
i

March: Al jyly:Next ~December:  January: January: March: April: May: May: Al June:
Technology Generation Three-Year Blockchainand Strategyfor France’s Al Communication Australian R&D National
Strategy  AlPlan  ActionPlan AlTask Force Digital Growth Strategy onAl Budget  Strategy Strategyfor Al Strategy

M192.N7.12 | Palitire £ Al | Tim Diittnn



M|t e atsty|=eu: ICT

= Convention on Cybercrime(01.11.4/14.7)
= UNODC GGE(UN GA Res. 65/230, 10.12.21)

Cybercrime

= UNGGE(1999, 1~5) & OEWG
= Sovereignty, jurisdiction, C & T, CM & SD, IHR & IHL

= Applicable int’l law to cyber operation & warfare (1 & 2; 11 &17)

Tallinn Manuel\ ]
Jus ad Bellum(UN Charter) v. Jus in Bello(GC, LOAC)

International Code of Conduct for Information Security(2011)

= The first relatively comprehensive international legal documen
Code of Conduct = “on the premise of complying with relevant national L & R

cf. UN Charter /n its entirety

International
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=M 28D et FF

Treaty Based = COPUOS: 6 treaties, 5 UNGA/R..
System = shifting to bipolar to uni-multi polar, legitimate venue

= CD: PAROS GGE(TCBMs), 2013(15), 2018-19(25), cf. PPWT

= mechanism of future format, open-ended working group?

= |CoC: TCBMs, Self Defense
= bridging b/w the US(like-minded) and Russia & China(BRICS)

egional Initiativ&

= Woomera Manuel on the International Law of Military S operation
New trends = MILAMOS Projects: Manuel on International Law Applicable to

Manual Military Uses of U of OS
= state practices for hegemony cf. UN Charter in its entirety




= UNICRI and Center for Al and Robotics
ITU(AI for Good Global Forum)

LAWS GGE(2014~ )
11 Guiding Principles

= Al Principles
= Al Policy Observatory(2020)

» Regulatory framework proposal on Al: Risk-based approach
EU Al " Unacceptable , High, Limited, Minimal Risk technology
Regulation "= The new Machinery Regulation
Health and safety requirements for machinery
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Global Sanctions Regimes

US. Sanctions

Counternarcotics
Cuba
Cyber
Magnitsky (Russia)
Nicarsgua
Nonproliferation
Reugh Diamond Trade
Transnational Criminal
Organizations

UN Sanctions

Al-Qaeds
CAR!
DRC:

Guinea-Bissau
fran
Irag
Lebanon
Libys
Mali
North Korsa
Somalka/Eritreg
South Sudan
Sudan
Taliban
Yemen

Belarus
Burundi
Former Yugoslavia
Mysnmar
Russia/Ukraine
Syria
Venezuela
Zimbabwe

EU Sanctions

China
Egypt
Hartl
Maldives
Moldova
Tunisia
United States

COUNCILom
FOREIGN
RELATIONS
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2019 EU OFEZ|E M AZ: Benefits of Science Diplomacy

® S4D4C(Using S For/In D For Addressing Global Challenges)
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