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GAO and Its Work for Congress

* Independent agency of the U.S. Congress

=  Performs audits and investigations of federal programs and activities,
primarily at the request of Congress

=  Makes recommendations to improve government programs or
operations

= Diverse workforce of about 3,200 staff, including, among
specialisttechnical staff, social scientists, economists, engineers, and
others

* The Comptroller General is appointed to a 15-year term, and there are
no political appointees on staff
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Evolution of GAO Mission

= At first, the organization's pnmary function was financial auditing, but over time
it evolved lo include performance auditing

&
mmﬁen m __r »*?;“J

1821 1570 2002 304
Oversee Provide oversight Tech Assessment
financial managemant - of program - capahbility
processes of the ' performance & broader ) within the
Executive Branch government-wide Legisiative Branch
issues {foresight)

= A5 GAD's mission evolved, so did the expertise of its staff (from auditors to
accountants, o a wide range of experts in STEM)

= GAD's lagal name became the Government Accountability Office (2004)
= of, httpofwwaw . gao. govimultimediafvideo/gao s 80th anniversary
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GAQ’s Strategic Planning Framework

Provide Timely, Quality Service to the Congress * Heallh care needs « iarkibe carmmanities

and the Federal Government 1o, = Lifalong leaming = Statbe financlal systam ared
« Benafits and CansUumer prosact cn
«wliddress Qurrent and Emerging protections for warkers, * Stewardship of natural
Chalbonges io the Well-belng and Faraibies, and childmen e Es ard s
Fimanciad Security of the American = Fnanclal security amwiranimen
Penple related 12, - * ERfective systam of * Infrastrciuin:
justios
~Rewpend ta Changing Securi
Threats and the Challenges of Global * Homeland seourity * Arvancement of LS, inlemats
Interdepondence invelving... : * Mditary capatilitees * okl mnrket foroe
: : . and Faadiness

pnsirkan and apgioes e chalenges and peogiam rliks
chasing gap

= Fraud, waste, and abuse

“whmlwu ‘E = Goermement's Gl = plajor management

I" h Effician e e Prafassiamal networks amd
N ey, # Mo Diveress, = aasicmal neiwor i
Mmhﬁwﬂﬂ and quality callahoration
lﬂ!llﬂ!m‘.‘!ﬂﬂh * Diverse ard inclusive  * Institutional sbewardsh | pand
the apeasol., woork erviranment eSO De managernent Page 5
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GAO Strategic Plan: Key Trends

= Threats confronting U.S. national security interests
+ Fiscal sustainability and debt challenges

= Economic recovery and restored growth

» Changing dynamics of global interdependence

+ Advances in science, technology, engineering, and
mathematics

= Increasing impact of networks
» Shifting roles in government and governance

» Demographic and societal changes confronting young and old
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GAOQO’s Study Portfolio:
Approaches to S&T Governance

* Oversight: Government entities are doing what they are
supposed to dﬂ'.. . .funds are being SpEﬂt for the Il'l!fEI‘"IﬁEd
purpose. . .qﬁpllcable laws and regulations are being
complied with.

* Insight: What S&T programs and policies work. . .sharing of
various best practices and benchmarking information. . .
looking horizontally across the silos of government and
vertically between the levels of government.

= Foresight: Recognizes Iun_F-term implications of today's
decisions, identifies key S&T trends, gﬁportunltles, an
emerging challenges before they reach crisis proportions; and
informs government's future role and responsibilities.
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GAQO’s 21st Century Challenges Report
Articulates Importance of Foresight for Governance

= “In response to forces shaping
the United States and its place in
the world. . .

= . . .the govemnmance structures and
management processes that
emerge will depend on having
sufficient foresight. . ."
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Foresight Information Relevant to Congressional Process

Agenda setting
Studies by GAQ or other independent and qualified organizations

Educafing and communicating
Congressional hearings or other forums

Prioritizing and aggregaling
Leadership priorilization initiatives = Annual congressional budgel
resolution/oversight agenda

Developing policy proposals
Temporary special commissions = Reauthorization process

SHRECE AL TSP Page 9
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Emerging Context for GAO in 215! Century:
Scientific and Technological Advances

= World linked in new and rapidly evolving ways

« Revolutionary possibilities and opportunities for renewable and
sustainable resources, improved national security, productivity
gains and economic growth

* Challenges continue to arise out of innovation and the use of
technologies such as social media, pervasive information
systems, safety of materials, biotech and biomedical advances
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High Clockspeed Technologies
Challenge Government Agencies
“Onganizational Clockspeed (Estimaled Ranges)
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High Clockspeed Trend: Rapid Growth of
Smartphones in U.S. Market
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In 2011. . .Teens as Risk Group Now Engage
in High Volume of Text Messaging

No. of SMS Sent/Received per Month
Toiza by age

January 2011

1,708
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Chair of Senate Committee on Commerce, Science &
Transportation Requests Work on Highway Safety

* Technology-based highway safety trends that may
affect future fatality rates

* How DOT addresses high-clockspeed technology-
based trends that may affect fatalities
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GAO Develops Conceptual Framework to Evaluate
How a Federal Agency Exercises S&T Foresight

( Declding and responding \b( Developing evidence

Prowiding addiicnal evidence on the etfects of
me&mhmhmpurthMMH J th W }
tas

considenng avaiabke evidence snd urcerian {may nciude deving now dala systems or
_analysis methods)

Communicating

memmw the Congress lndJ

Traroe DA Page 15
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Conceptual Framework Used to Guide
Review of Evidence Developed on Safety Impact

ﬁlveme studies confirm current risks

Drriver voice calls increase crash
risk

Substantial numbers of driver calls [ ot iy “I v
[e—Fz = n enEAT S TES T = sflach =
Early signals suggest o e e
higher future risks
Driver texting, use of complex Evee iy
future devices i

-l-_ e poden ity

Mare frequent driver device-use

Early signals suggest teen drivers at
high risk
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Conceptual Framework Allows Critique/
Recommendations On Technology Trends & Foresight

Deciding & responding?

Mo selfdinitiated DOT actionfresearch
due to evidence-based standard, with

uncertainty, need for anticipatory risk [ Sememimeman gyl e |
management |""....:'.::....'..-."...,.':..'::.':; e
1 e g
Developing additional evidence? t _ : j
DOT studying impact on safety, but g e sacoci

studies insufficient to meet standard;
potential use of new technology

| — et

Communicating?

Lack of DOT foresight information ==
Congress; need for transparency,
comprehensive re; multiple trends
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Example of Foresight for Governance:
U.S. Navy

) # Climate Changs Uncartal
Climata Change Projections Qllc:ﬂh;::rnn
Observations e 3

Adaptive e ..: = %
Managemant E =L Impact
" = Assessment
Risk Assessmant

Assessing & Managing Cllmate Securily Risk

Erurm UL My Tesk. Fom Clersria Charge:
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Technology Assessment of Climate
Engineering Research
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Ranking Member of House Committee on Science & Technology
Requests Technology Assessment of Climate Engineering

3 Major Areas of Examination
e eri g eyl S
(1) Currant state of climate engineering science
TECHMOLAMY ASSESSMERT and technology

Ctimate enginsaring {2) Experts’ views of the future of U.S. climate
e e beam Sl persprithiies i

Crlari e wdarren

{3) Potential public responses to climate
engineering

Complements Earlier GAO Study

Climate Change: A Coordinated Strategy Gould
Focus Federal Geoengineering Research and
Inform Governance Efforts

(BALC-10-503 Septamber 23, 2010

Fage 2
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First Technology Assessment at GAO to Pioneer
Inclusion of Foresight & Public Opinion

Tﬂl:hnﬂ|0g Evaluation (physical scientists, engineers,
economis 3'

Eliciting Views of the Future through Scenarios
(social scientists, foresight methodologists, economists,
engineers)

Assessment of Public Perceptions (survey
methodologists, social scientists)

:
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Using Scenarios to Elicit Expert Views

SIMPLA fécenareu initlated Multi-Phase Look ﬁi‘.ead']'

Phase |I: With support of the Institute for Alternative Futures, GAD convened 6
scenano-builders with varied backgrounds to develop 4 scananos that ook
ahead 20 years for the future of climate engineering research (2010-2030)

Phase Il: Elicited e-mail comments on scenariosfthe future by larger
numbar of exparts reprasenting multiple parspectivas; follow up with
multiple experts to further determina/clarify views

Phase lll: Interactive meeting with third group of experts who reviewed
initial synthesis of first 2 exercises

Used scenarios and expert views in guaitative foresignt synthasis o identify
prominent opportunities and threats, altemative views and options

Page 22
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Climate Engineering: What GAO found

Emerging technologies, which include carbon dioxide removal (CDOR) and solar
radiation management (SRM)
= are not now viable options (currently immature, potential consequences)
=  may be difficull to develop because of current gaps in climate data, modeis

Future directions—expert views
= advocates of "research now" see Urgency or exXprass “insurance” view
= opponents cite major risks or say not needed
= advocates amphasize nsk managament in future research
+ adveocates also envision future federal effort with specific features

Potential responses
+ public not currently familiar with climate engineering
+ open to research but concerned about safety

Fage 23
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Conclusion: Technology Foresight is the sine qua non of
21t Century Adaptive Risk-Management Practices
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GAO Science and Technology Foresight and
Technology Assessment Reports

HIGHWAY SAFETY: Faresignt |sses Chakenge DOT Eflans Lo Asssns and Respand 1o New Technalogy-esed Trends,
QAC08.8E Detabor 3, 1008

MANDTECHNOLDGY. Maromalerials Are Wistely Ussd in Commarnce, but EPA Faces Chabenges i Regulaling Risk GAD-
A0S, May 2%, 090

TECHNOLOGY ASSESSMENT: Using Siometrcs for Barder Secunty, QAD-03-174, Novemoor 14, 2003
TECHNGLOGY ASSESSMENT. Cybevaecurty lor Critical Infraebrucive Protection, GAC-04-3329, May 38, 2004

TECHNOLOGY ASSESSMENT: Prolectng Struclises and Improving Comsunicalions during Wiklang Fires, GAD-D5-380,
Aanl 26 2005

TECHNOLOGY ASSESSMENT. Secunng 1he Tranagon of Carge Cortaimens, GAD-DE-EBSU, Januery 14, 2005
[Classification: For Cdficial Lisa Oy

TECHNOLOGY ASSESSMENT: Ewplosives Oetection Tochnology to Protect Passenger Rall, GA0-10-868,
July 28,2010

TECHNOLOGY ASSESSMENT: Climale Engineorng=—Technicel Status, Cumont Perspectives. and Fulire Prospocts,
GivD-11-71. July 28, 21

TECHNOLOGY ASSESSMENT: Neubren Detectonm—Haternatives 1o Using Hefium-3, GAD-11-T53, Septamber 29, 2011
_[Gl.rrmnllr issued uncier restrictian]
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THANK YOU

GAO resources on foresight & technology assessment
available as CDs at conference
For further questions, please contact me at:

personst@agao.gov
202-512-6412

WWW.gao.gov
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Business from techinalogy

Nordic Foresight Co-operation

Toni Ahlgvist, Senior Scientist, PhD
VTT Technical Research Centre of Finland
Forasight and socio-tachnical change

Tha 4th KISTEP International Foresight Symposium
Dctober 26, 2011
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Contents

* Thie Nordic confext
» Nordic ‘foresight wave' and the institutional setting
» Two case sludies
* Nordic Hydrogen Foresight
= Nordic ICT Foresight
* Reflections on the Nordic foresight wave'
s Conclusions
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Mordic countries
= Finland
» Swaden
s Denmark
= Morway
» jceland

= Populaton
= 25.2 million

» Avarage R&EDVGDP
= 2 84 % (2007)

W17 TECHHC AL AFSE AN CERTRE OF Tkl

Nordic ‘foresight wave’ in 2000s

* Despite differences in economy and practical politics, there is 8 common
policy culture in Mordic counirias
= Aimed at democratic participation
s Favours consensus-based decision-making
» Generally positive altitudes towards application of new technologies
* Integration of multiple siakehodders in the policy-making
» Political parties
* Indusiries and related institutions
* Research and development institutions
» Cilizens
» Mordic countries in the Euvropean context
» ELl-level policy making orlented towards ‘forward-looking' policy practices
» Currently, foresight embedded in the context of ‘grand challenges’
» Mordic countries have muitiple foresight actors and institutions, both
governmental and private




Foresight actors in the Nordic countries
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Nordic foresight exercises: generic observations

= Common methodological basis
= Usually based on workshops
= Analysis of the state-of-the-art
* Creation of visionary perspective
» Construction of palicy perspactive
= Aimed at wide stakeholder participation
 |ntegration of multiple foresight methods, e.q.
= Scanarios
= Application visions
= Roadmaps
» Policy recommendations on Nordic level
* Cases: Mordic Hydrogen Foresight & Mordic ICT Foresight

W17 TECHHC AL AFSE AN CERTRE OF Tkl

Case 1: Nordic Hydrogen Foresight
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Nordic Hydrogen Foresight
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Nordic Hydrogen Foresight — technology visions
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Nordic Hydrogen Foresight

* Three roadmaps

* HZ production and
transmission

» Lise of H2 in transport
# Stationary use of H2
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Nordic Hydrogen Foresight — policy perspectives

* Generic aim ! Pt sy

s Towards Mordic research and T
innovation area in hydrogen i oy =
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Case 2: Nordic ICT Foresight
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Nordic ICT Foresight N %@3 -

# The project focused on the Nordic
teved ICT environment and
applications

& Themalic focus areas were the
folbowing:

= Experience economy (meadia
and communication)

= Health care

#* Production economy (indusirial
automation, production systems)

= Sacurlty (emphasis on
information security)
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Nordic ICT Foresight scenarios
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Reflections on the Nordic ‘foresight wave' in 2000s
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Shared knowledge creation in Nordic foresight exercises
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Reflections on the ‘foresight wave'

= Positive aspocts, ..
= Fulure cptions dafined threugh robust and sysiematic processes
= Contribites 1o & fulure-oriented mindsel in the policy system and decision-making in genesal
= Creates & iransparent pool of foresight knowledge and build antsipatory capacties

# _..but also bolilenecks
= Foresight grocesses could remain loo generde and (oo macn.scabs
* Results may be oo consensus-driven and expeclable
= Could slow dacision making on tha issues which require more rapld approach
s Could creabe 'dialogecal lock-ins’
» Togios endorsed by massve processes could appeas mone plausible than athers
= [Difficullies m settmg up new strategies without massive processes

* Alernatives to massive singular processes
= Cpen and real-time foresight throwgh seoial media and community tools
* Resaarch-basad plue sky projcts

= Smaller experimentsl progects aimad &l specific lopics
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Conclusions

= Mordic ‘Toresight wave' bullds on the commen policy culbure in the Mordic
countrias
» Dpens societal dalogue on future development oplions
* rlegrates mulliple stakeholders in the processes
» Stimulates societal consensus

= Mordic countries hava a vaned sat of institubons in forasight
= Gowarmmant
= Research
= Private

= 'Forasight wave' has created g Mordic ‘project ecology’ on foresight and
increased e fulune-onentad mindsat in decision-making

# |m the fulure, there are needs for mora varied and explorative foresight
praclices

VTT creates business from
technology
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A Joint Foresight of Green ICT
between South Korea and Finland
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Intfroduction

Purpose of Co-Sight Project
ﬁ

« Generate comparable future-oriented information on green
ICT between South Korea and Finland

» Create a common foresight methodology and process in
the two countries

* Provide strategic intelligence for policy-making

« Induce a joint learning process




Why Green ICT?

- Both countries are positioned as top leaders in the area of
ICT

= Green technology is a national agenda for both countries
@ |ow carbon, Green Growth in Korea
% The national climate and energy strategy 2008 in Finland

Respond to

Use of ICT Climate Change GreenICT

Definition of Green ICT

« ICT hold significant potential in improving environmental
sustainability and mitigating the effects of climate change

— ICT may contribute to more optimized production, more sustainable
patierns of consumption and more energy efficient use of
infrastructure

« Green of ICT (direct)
— Direct effects of ICT on the environment

— Design, manufacture, use, and final disposal of ICT equipment and
services

« Green by ICT (indirect, enabling effects)

— Use of ICT as a way to improve the environmental efficiency in
other industries and domains




Delphi survey

Co-sight Process

Step 2

Drafphi round 1

Step 3

Analysis

s =
Stap 4

Drelphil raund 2

Policy conclusions

= Decide the scope
* Formation of the statements for the round 1

Step 1 -
Pre-forasight

= Mainly open survey

* Round 1 is designed to prompt experts with different
backgrounds to present their views on the future of Green
ICT

= Review of the results of the round 1
= Forming the statements for the round 2

= Closed survey
= Focus on technologies

= Analysis of the results of the round 2
= ldentify the implications

= Drafting policy roadmaps on the basis of the Delphi results
= Drawing the conclusions




Delphi Survey

ISIIIII_—_—

» Invitations to an online questionnaire were sent to experts in the various
organizations

= Cascavieel
— Fmmasrth
~ Lawge conmyERrkes
ERE'S
= Irkerved GETAR ronsry, srvememont o6 )

<Response Rate>

Korea Finland

Round 1

(Qualitative) 142/500 (28%) 55/305 (18.3%)
Reound 2

{Quantitative) 104/500 (20%) 37/305 (12.3%)

Results




Factors Influencing Develnpment of Grean ICT
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Future Developments of Green ICT
- Production & Infrastructure
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Negative impacts
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Conclusions

« General direclions on the future of green ICT rather similar between the .

two countries

- Green ICT technologies considered most important: smart grid, smart work,
cloud computing

+ But, Finnish experts seem to be more conservative than Korean experts

— |t may reflect the relatively higher level of advancement in Korféa on adoption
of certain information and communication technologies.

— Or Koreans might be mare progressively minded

« Also, there is divergence on the evaluation of the leading countries and
markets

= The Korean experts consider US as the lead market

— The Finnish experts rank Eurcpe relatively much higher

This joint foresight project is expecled to Increase collaboration
between two countries and improve the use of foresight results in
sirategic and policy decision-making

Thank You!




Malaysia's
national technology foresight
2010

a collaborative initiative
e

MIGHT KISTEP

myFaresight™

MIGHT
Home of Foresight




myFaresight™

we MIGHT is formed to prospect for business
opportunities for Malaysia through strategic

exploitation of technology for attainment of
Vision 2020 ﬂbjaf:tfve. "

Launching of MIGHT

hy the Hon. Prime Minizter of Mnlnysl.n

23 February 1993,

A consensus building technology think tank in
the Prime Minister's department co chaired by
the Science Advisor to the Prime Minister

Malaysian Foresight Initiatives

myFaresight™

= Telacommunications Mational Technalogy
::::::;;mnr * Pharmaceutical Mapping Fhase 1
* Weod based Mational Technalogy
* Food product Mapping Phase 2
* Machinery & Equipment
National * Mew Key Economic Actlvities * Mational S&T
Forasight = National S&T Planning * Hational R&D
Industry Sector ~ * Aail Industry Developmant
Foresight = Ship Building & Ship Repairs Roadmap




national technology foresight
2010

to identify S&T focus areas

myFaresight™

Choosing The Right Method

Methods that were chosen signify the needs to cater its adoaption to Malaysia’s case
studies. Therefore the selection and combination of methods are made to ensure
the best outcome and participation of stakeholders in Malaysia. This includes but
nof limited to the following:-

* The need to educate potential stakeholders on the benefits and potential impact
of foresight;

= Tonegate the relatively high level of cynicism ol the stakeholders;
* Toenable change of thinking and mind set;

 Toincwlcate and incorporate discipline and subjectivity, This includes
receptiveness towards methods and systematic approaches of foresight;

* Toensure engagement of diverse and equal distribution of participants;

*  The need to sustain continued interest in the foresight exercises by introducing
creative and participatory approaches;

= Enabling use of multi tools environment
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myFaresight™
National Development Plans

Vision 2020
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myFaresight™
Framework

VISION 2020/NEM
HiGH INCOME FULLY DEVELUPED NATION &

ELX

M Legal
VISION & GOALS Framework
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meyFarmight™

Highlights of Stakeholders Engagement
Researcher by Category
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Highlights of Global Trends & Issues
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Drivers of Change

= Social reform & transformation;

= Change of population &

dermographic structure;

*  (Clobalization & post globalization;

*  Human capltal developrment &
knowledge based sociaty;

= |nformation management &
communication;

= Equitable & sustainabdle economic
development;

»  Securlty & safety;

m::!. Fervaii & Lo Ddemiad

= Healthcare services;

= hobility & sustainable infrastructure;

= |nnovation driven economy &
Innovation ecosystam;

= Acceleration in convergence of S&T;

® Crisis mitigation;

= Respurces equilibrium & environment
sustainability;

= Climate change.




myFaresight™

Plausible S5cenarios:
Malaysia’s Different Path Towards 2020

A star is barn

A star is born describes hows Malaysaa continues on the path of socoial and econamic
relanms through the suceessful Imptementation of Government & Ecanomic
Transformation Plan. The scenaria is written reflecting 10 years of progress,

Entrapment

The scenarks entrapment talls of the couwntry's affort of achieyving gocd governance
and creation af innovation culiure at large. Howeser all this offort doos nat transisto
positively as the econarmy [l o make the transformation to higher value added
LaCtors 35 espsacied

Don't worry, be happy

Taking the oue from a Lid back song tde in the 19808, this scenario deplcts
Kalaysians as a lackadaisical seciety which i stuck n newvtral. The countny is
mowving along on a“business as usial” mode, modest growth with no significant
achleverment to speak of yet 5 contended and hapoy of the way things s

Sealed in a time capaule

Sealed in a tene capsule describes a Malaysia where the desine for econorac
devalopmant is not supparted by tha recessary rofoemis The scenans reflacts the
1eftiment among Malzyiians that the promise made to them in teoms of inclusive
econamic develapenent las baen Largaly unfulfilled.

myFaresight™

Themes: Future of Technology

Greend Environment
Friendly

Mobility

Modularity

Security & Sustainability




Technology Areas

&1 100+ products & services that is essential for the future

300+ technologies to enable the products & services

m HILL Feivain L Do Bdw i

Identifying the Technology Areas

Each technology areas are ranked according to:-
Attractiveness (Soclo Economic)

+  Economic & industrial impact;

*  Competition;

*  Socialimpact;

*  Knowledge generation;

+  National security & sustainability;

Feasibility (Technology Readiness)
+  Technology maturity, time horizon of impeact;

+  Application potential & diffusien;
+  Resources & infrastructure.

m HILI. Pevaim L Do Edermiai
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myFaresight™
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myFaresight™
R&D Governance
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Thank You
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1. Low Fertility

Y ear 1970 1980 1990 2000

Birth Rate 4.53 2.83 1.59 1.47

Year 2003 2004 2005 2006 2007 2008
Birth Rate 118 1.15 1.08 L12 1.25 1.19 _ =

1. Low Fertility
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Aging
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Rapid Demographic Change in Kored

& 3. Increasing Inflow of Foreigners

*  The mflow of foreign workers due to a shonage of labor, an incrcase in
intemation:] marmeapes, and the inflow of foreign students into Konea will
acoelerate funther. along with the trend of low fersility and aging in Korean

Difficulty in recovering lertility

Iz population decline destiny?

& mlemmme%
i




= A sharp decling in labor not only leads to rediced demand but also lo
Economic o supply capabilitics
Sta PR, = A reduction m the home market and todal demand, which finally
glll MBmﬁﬁwmnmmulmpmuml. pdmlmlgmmhm
a decrease m tax revenues and coniraction of the capital markes

5] TIE WER MMl 2aolsd Sk s
] P T B

MNational Finance Burden

= Increase m government social expenditure through
exlended beneliis such as pensions, insurance, medi
. cal services and other social wolfare
= The increase in elderly population is inevitably acc
ompanied by increased expenditure on pensions an
d medical expenses




Threat or Opportunity?

Threats due to low fertility and.agjﬂ

* Population decline leads to lowered social vitality and decpened
conllicis between the young and clderiy
_ Inter- = Socicly may become conservative and less innopvative, accordingly
Generational as the elderly population achieves a majorily
Conflict = To force the workmg generation alone (o bear excessive burdens
may lower their working desires and cause sericus inigr-generalional co
nilicts

2026 EAE 1Eo] B 1 RE B

gkl 1] FL ek Lo L) DOZEAE]
B ot
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Threat or Opportunity?

|. r:'-\. o

= GDP growth itself doesn't bring happiness & shouldn't be a goal
Pursuing

» The mature society should amm to help individoals hive comfortably

Quality of and plentifully even though the economic pic becomes smaller

= I[we esiablish an adaplable cconamic system against population des
ling, it is possible o enjoy @ high quality of life

Lifie




Threat or Opportunity?

= GDP growth itself doesn't bring happincss & shouldn't be a goal
Pursuing = The mature socicly should aim 1o help individuals live comforably
Ouality of and plenifully even though the cconomic pic becomes smaller
Lifie = I we esiablish an adaplable cconomic system against population dec
ling, it is possible o enjoy 8 high quality of life

Threat or Opportunity?

= The basic reasons for cnvironmental poliution, destroction of coosys
lems, and shorages of resources we've now expericnced mainly oo
me from overpopulation

= Chialitative improvements can be achicved in educalion, housing an
d traffic, in additton fo realzing & more comforiable life in




Improving
Productivity
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L Difficulty in recovering fertility
L ) b

= France had 28 specific policies for encouragement of childbirth, bui t
heir effects were nestricied

= France's birth raie remains below the population replacement raie (b

fertility ih rate 1.7--1 8 children)

declines = In spite of implementation of many related policics, no policy led 1o

an epoch-making increase in ferfihity rate, (McDonald 2002)

Mo policy has
reversed

= Population will be constantly irending downward. once & decling sia
s, (Teatelboum and Winter, Wattenberg 1986)

Irveversibility - e b st b rr i Sl ok Citnes B B tlity

of popilation
dectng 1y, il low fertilily has already started

= Even thoagh fertility is enhanced, s contribuiion Lo ifcrease in pop
ulation requires sevieral decades 1o a conlury

« Massive immigration mﬂihhﬂpﬂhuﬂmmbunmh
|-|||u1-|1 dmw social problems and the social costs will be enormous in
Jalb mml

a Solution * No country of the world wants that to happen. so the migration aplio
n will be very difficult for policy makers Lo conlemplate. i




s population decline destiny?

“while there are a larpe number of studies that describe the ranpe of tools available to the
policy maker concerned with low ferility, very few studies have evalualed the
effectiveness of policies ™ (MeDonald 20402

“while the additional fnancial support is bound to be welcomed by parents, the overall
effeot on festility s likely o be small.” (Balier, p. 1854)

“Digspite the pencrous allotments, however, Franee's relatively high fenility rate in
European terms is atill below replacement. The zame is true in Sweden™ (Balter, p. 1896

“it might be too late to reverse the trend in counries with the lowest femility levels ™ This
is the “low fertility trap”. “It is locked in place by & reduction in ideal femily siee, aging of
the population and other effects on the labor market that moke hiving: fewer and fewer
children ingvilable,” (Balter, p. 1897)

“Any decline will take time. and economies will adjust. Governmenis should noi expend
encrgy Lo mainiain the status quo, Governmenis should plan for the future, not iy 1o
Teimtroduce the past.” (Balicr, p, 1897)

Enhancimg Adoimstrafive Efficiency

Creating an AlMluent Public Sector




Y Government ﬂrr1-1|1|}:4-hr'|r1 .—111r'| I:"ﬂ. ‘C'.H'hJT'r'I
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The sociocconomic. mmmupmﬂnumﬂmmnﬂmm
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*  Lower the costs of the aging society
* Gt as many people as possible to work since there wall be fewer people
*  Increase per capita productivily of the labor force.

*  The situntion requires revolutionary change in social, cconomic, and
political structure.
*  The challenge for Korean public administration is bow o cope with

* The pace of depopulation and its costs won'l be the same in nation-wide, and
significant local differences can be observed.

m -mw‘w- I .mk“m I-IH‘ [
= Mational land plan. organization of the national | Wqﬂmﬂlﬂlmfaplﬂﬂm
+ Policies for economy, industry and employment | - Local finance, WE' and er
* Tax sysicm and fingncial affairs. * Land use, city planning, arrangen
* Social security policy and systems such as function or living spaces '
P@Hhﬂmﬂmm:ﬂm




In government organization, a slim and offective adminisirative system is

required to achieve administrative efficiency,
h-,-r# wmmmm dmhmmm efforts 1o

Concentration gnd simplification of ndministrative services are required
Expansion of iechnical uitlization such as information wechnology
Minimire excessive mvestment and duplication through muiual
cooperation between central and local governments as well as within

Creating an affluent public sectec
SRR, SR IR e

Pd:lm’nmnmmuﬁntlhegmummuﬂcunhrm:uf crealing a
-peneral situation that the govemmeni provides pablic services 1o its.
citizens through public adminigiration,

With a shrinking and aging population people’s needs can no longer be
mpgimdhythepuhhﬁmualm

whmmmgmdmnmmmnmnfnimm
depopulation, it is important to create an ‘afflucnt public scctor
combined with less borcancracy’.

Tt crucial to enlist the power of regional civil socicly and to elicii the
cooperation of citizens and private firms with the administration.

“The creatson of public capital through civic activities will eventually
nﬂ:emiﬂiqmlbuluw-mﬂ society,




A Creating an affluent public sector
e ———— e e ——————— -

= Sharc public scrvices with privale organizations and
Sharing role nhmhl{;m\WMaMmﬁmmbmsdwm

with civil
AT -BH robes and responsibilitics n implementing public
society gmlmmmamn&cﬂv:mﬂ
Service sysicm y

Role sharing in public fields by government, private organization, and citizens

Solely by Frivate organionims Government, private orga

the government sl chrirens nizations and citizens
with combined ¢Mort

= Licen=ing

« Approval

Creaimg an “a
admimistrative

articipate i pablic alfars




{2} The sorea inssiute of Pubikc Administration
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and Siralegies of KIVIA
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_Dirac_fquof Climate Prediction Division, KMA
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Abnormal Climate




Trends in Global and-Kora Temp.

Global Maan Temperature (deg C)

Targaraiie Arcmealy | et

1850 10 1ATD B0 TES0  FBOD  1EN0 1820 1530 TR0 pEG TSR 1970 1860 vES0 000
ear

mmm Global Mean Temperature(1906-2005); +0.74TC years(1912~-2008),
A - 41.70C climate change of
Korea Mean Temperature(1912-2008): +1.70C % Sadend

Concenlration (ppm)
JBEBHERINBRBES

ST 1968 1959 1900 1991 TEO2 1950 $04 1555 1906 1557 1890 1555 2000 2004 2002 2003 2004 005 2005 H0T 2008
=+ O poncertralngs gt alilos show He peosanal sarision
el Ll ITivRE
Gkl 1Py, [Koes) 2 Vppmeyt o TRUD-2000 pusee




vear 1941 Year 2004
Glacial Change of Muir, Alaska
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=

Change in Natural Season(Seoul): 1920 vs 1990

-

Seasonal Shift in Korea

Shorter winters, Longer summers ! — Forwarding of Arbor Day ?
19205 | winter | sering

1990s | winter | Spring

JAN MAR JUN SEP DEC
Suprmrees Period 16 gy inomass
S, 3 - Bep 31 (16030 - May 34 ~ Seap ¥ (10608

Winfor Perled 10 days decrans
Nk, - Ear, 18 (1R > Moy, M- B B [1E80e)
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g Subtropical Realm Climates
o by Trewartha Classification

@n + & or more months above 100G
+» less than 18 T for the coldest month

d

Ty rr— = = A e A ST rasat W [La—— re——




Goal and F'lan u MA

-T- W Particination in the global efforts to climate change adaptation
Ll And social implementation of low carbon by green growth
| Vision - Low Carbon, Green Growth -

Strengthening the capacity on monitoring

and predicting to climate change

- High-guality climate change services to strategy
of national climate change adaptation —

® Etrﬂmll'ﬂ'ﬁ’ﬂ the Infra of national adaptation about climate
change sclence

@ Strengthening the capacity to climale change monitoring

@ Securing production technigues of high-guailty climate change
sclence information

o

Key Roles n A

Adaptation Strategy Mitigatien! Str—a teqy

Observation! VS Climate Change
Monitoring 8 Metionsl Sta ate Change Impact Analysis

Climate Change
Mechanism




Observatlun Hetwcrrk for Cllmate Change

Station 0Obs.

Main Tasks
= To monitor, analyze, and research on
PR GHGs, Radiation, UV, Ozone, Aerosol
: ’ etc,
- BGHGs ; Carbon Dioxide
Methane
MNitro Oxide
Chloroflucrocarbong(CFCs)
Sulfur Hexafluoride

* Regional Station for WMO/GAW
# WO World Meteorological Crganization
# GAW: Global Atmosphera Watch

il Conmsmisalion
[ s
kel - 75 — WM.3 ppr




Conclusinn

on Climate Change

e—— @
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Climate Il‘lful"l'i'lﬂtlnl'i' Services(KMA)

= Climate Change Ooservation and Monitoring = National Standard Climate Change Scenario
= Climate Information Service Sysiem = Application Infarmation of Climata




Know vour enemy & Protect

Sub: Internet Crisis.

Sanghun, leon/ KAIST CSRC. Head of R&D
pAssion@kalstackr, pdsslon@amall.com

KAIST CSRC Bﬂséanl':?

Agenua KAIST CSRC

« Analysis
— Preface
— Know your Enemies
- Real Status

« Countermeasure
- What to do?
— Conclusion




1.Preface KAIST CSRC

‘More than 70% of attacks against & company are Nl wiiieal oy Hems (Fop %)

at the application layer. not the network layer” - W Cros-She Soripting
Gartner 2006 @ S5 Injecoon
A B 50L Injection
Protecting networks is mot enough. Applications ’hf'. & HTTF Respanse Splittieg
are the real target for hackers™ ~ fDE 2006 : ::r;:nuhn Leakage
BT
“67% percent of the attacks in 2007 were “for
profit” motivated. ldeological hacking came 1
second.”
=~ Fhe WHID Annual Report 2007, webappsec.ong
“By 2010, 80% of IT organizations will make
i i ion an integral part of Parcanings of webehes wuinerable by ciass {Top 5)
their SDLC processes.”
= (Gartmes 2007

“T7% of enterprises and 5MBs consider application
security an important IT initiative, and 35% have
already adopted or plan to adopt application
security measures inm the nesxt 12 months”

- Forrester Security Survey 2007

1.Preface KAIST CSRC

= Attack Flow
Wals ot B Mass web attack
= Faloe fwr , 10 B ial th
H‘lgh I credentia et}
Automatic sttack (sesrch 'll“lﬁll"lt_;l___;-"'-,
Technalogy Knowledge f”";;:sw
& People Mlabwar e distribution from wel i
-3 Auturmated Application wurm
_~Hylbrid DDoS Atack
e v : F__,r""im-g Tt Febenmity el
Denlal of servbie d
ASHLY st .
Paaciort mpoofing _--'f-' DS attack
H-:f____f-"';mm -
o E-'
e— : utomated Attack Tools
Back doces Aurtosrated probes/sons
Y - T
m-ﬂ;__—-" i i diagnases
f’f Hijacking sessioen
Low




2. Know your Enemy

Mass propagation malwar

= Always watching and wait a proper time for propagation

# MNowadays attacker freguently change the malicious link

Ivuinerablelweblservicel§RroTESS)

Vulrerable web werdice

Maldous Ink ane inserted Into weak web service by atiackers

When wser visits welb senvioe (e community, news , Ele sharing , web partal )
Ptahwiare server | maube servery conmecls wien user visits normal web surfng.
Mahware are running af users’ PCs or baoweer Also they make PCs zomble.

Ltk o il o

2. Know your Enemy-Tool

= Attack strategy. - Use warious automatic tool.

I
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2. Know your Enemy- Usage KAIST CSRC

= Attack flow

Lealage of privacy

=i [_i Bam
E:.J MHEE} AL i

e e
ARPF Spoofing & Do

1 ipRer EEw BER
T e

2. 4w, EAs| SEms RE
Eojoi stem uems WA
SPH A S PLE @] PC
4 PHe R —Ddos M WuAE

2. Know your Enemy-Tech KuST CERC

+  Malware deployment tactic-1

— Using & commaon web site vulnerabilities, attsckers use this web site as 8 malware
propagation toaol,

= Attackers ahways get &l the privileges of the database, just change the source code
of a web service for malware distribution
— (DB informatiocn was leaked a long time ago.)

C55 attribute insert

PRSI E T RS T LN TAET TrT 1n|n.l—ru' TEFESN TR T T ORI NNV E PR EREERE T
|l APEEEFPT L Tactliove  dbocdes (] wa u:tu-m-u calur #FFFFFF, |

lochel res muprean |ond Faact dendelsbisar
| oL g s ol | s

|1 et st i 4;.-

|:| 1o eorvt el ndee ot Tlmsasi (duncd lonf ) |
s |

-'I-‘PTI‘P PR b b b e S, e e i i ik B - — s —— PRSP |
DB Fiald insert
. e ——
L R
e

i e wml =" tos” e | rhi="080" Pl bet
pre=hEtn ey raar b comS Tsanene e [peifocrint simcr ipt re=hiip T ERnE cons Pl fpecfaer et haina
M
|
T

!Irame insert within HTML code

4
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2. Know your Enemy-Tech

+  Malware deployment tactic-2
iframie insertion into normal lavaScript file

- T T | T —— T R T LR T

STy awrleml Ty

was BwlE

£ i el WE W

Imtmrnel i arwe?

FURCET ran chaos D3

Ercoded irame code immerbiaon {sL e 220 mm )

oo O
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| IF dwvmrd beviodn = 130 1 N
mar ohi = xvewerl vk B eeei B (61 i Seareh )
war msarchChenes = plad salei
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i
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2. Know vour Enemy-Tech

= Who is owner?

fileicom/help.html -> 174.128.224.46/help.htmi (Exploit the flash player)

within 1 hour. { How mamy visitors infect from web service? )

L 2 Ok eoorju i

|
| I
1T retawst == bl }

aleri| Erroe creat inm resvest sbiect! "1:
i

retum recuesl

iraamr m mdic
akerni T Sen -
gy -

Malicious link included dozens of the web service, al the almost same time the path was changed

o
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3. Real Status _KAIST C=RC

Distribution sites count for malwares (Real data based an one-month sample)

— Most are attacking PC using zero-day or recent atiack code.

= Change into anather mew lype Tor respense (3-day interval)

— It attackers get the administrative privilege of web server, how about internal nebwork?
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3. Real Status KAIST C=RC

= Result of mass malware deployment via web service

= The ratio of user infection to using ms security produect. How many PO wers infected?
= Iz it possible to infect 1M sombie pe in o day? | Yes!!

Microseft Malware Protection Center Microsoft Malware Protection Center
Atteck Attempts on CWE-20011-2110 EVE-2000- 3071 Attack Mtte mpt
- E - i ol L2011 midalght GRAT
28,00 ™
a TRAED Ly E_ w0
e, E am |
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1m0
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lerrmerdan Ly fwbngry
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Pttt

archam LD A v y-active-place the-Sweal-landscape- in-the-rpublic- of s aspe

P g




3. Real Status-Tactics

*  They hawve changed attack tactics to maximize attack result ~2011.3
= Change from Friday night (le maximize effect)
— Rare mahlware distributing during weekdays
= From various distribution sites
— SWF | [E _etc fOWE-2011-2110,2114 [ Feroday vulnerability

Malware fink distribution at Korea P2P

13115 0
oL AL Tk
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SR AT LD | bl
CILTRLE FTE ST )
B ek i
HMT LT sennin
Ml kol g
R AT eictinicadin
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BitscanT

3. Real Status-P2P KUIST CSRC

*  For malware distribution, attackers use owerseas [SF that attackers always get a privilege

SharkTech HP IPCES - 55 SharkTech EF @01 - 0] 5
174 BT 10 A H011-4-73 a7 7L O ML -0e-d8
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17 1 2B A ey 2011-04- 33 bET20 e Ml e HHL-G1-20
174 126 E24. 3950 RT3 GTIL TR, I13I-T-2T7
AT I2E T AL AT 2011-05-03 el L L -8 -30
1P TIRT2F4T 0 2001-0%-03 BT 71TE s F01T -0 -0
274 12242 B8 201 1-05=017 &7 76,348 50
L4 12T A ey 213-0%-07 4720 AL amn-ce-1s
174 T2BI2L 48,50y 201 1-0i5-07 ST 2L THAL D
FEFRELE AT R 2011-05-1u AT AL T
174 128,724 53008 L 2011-05-Te BT ST, Zr11-6a-12
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74128 324 53508 i 201 1-[r5= )
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174 12 BT ad 2110811 [EEEREF T REL T AML05-21
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Support by Setscan & KAIST CSRC




3. Real Status-P2P KAIST C=RC

= Actual attack worldwide via fake AV install { Mass SQL injection )
— Use the web application wulnerabilities [ parameter tampering)
= Usimg the large scale and fast attack tool

201219.10 - Result of google search, 5 page 2011.5.10 - Result of Bit Finder - &1 domain

Z011.8.14 - Result of google search, 19,600 201110.14 - Hesult of google s=arch, 451,600

Erooliie AL C oL, phin
bookgusa. coamdur. php

4. Problem | KAIST CSRC

=  Current problem?
= Possible 1o altack via new atiack technigues usirg walnerable web services,

— Diffecult to sobve principal probbems.
Meadifying source code, guide and education for developers

* Repeated, autoermated, and memeorized attack, but difficult to detect

=  Principal solution is only modifying source code
= Time, cost consuming,  and difficult o educatian

= Attackers who control web service without any restrict.

= Indiwidual response is not a solution.




5. What to do? (Short) | KIS CsRC

= Prevent malware spreading via malicious link detection, removal, and prevention
= Landing sites
= Route link for distributing malicious fink conmsected to mahvane,
= Distribution sites
Sites actually gistiButing malwase, which (s (rside avaSerpl o0 (frame in landing sites.

== =1 At mnEvics
Malware Link Detector .E =

=i

5. What to do? (Mid) | ST CsRC

Test and removal of web application vulnerabilities with online access to reduce

time and cost.
= Mass attack tools are using search engines.
— Meed to check while web service is conducting

Saa5 (Security as a service) scanner ey
Easy access, fast run by web




Conclusion _KNST CSRC

- Tl'umnurgntlswurld Wamadmmnuntnﬁnnd:matudnr‘ssmugy.

= South Il.'.orn i measures for the attackers tactic and the nest ris eciod
to embark mﬂgwepm blern, fwith KAIST CS5RC & BitScan) | vearom
= But how lhnut the ather country??

= Long term
~ Solving essential problem s weak web service source code hardening
- Fducatirg developers, oblaining efficient mechanism, and implementation check

= Middle term
= Problem solving for web service walnerability, finding and blocking backdoors

=  Short term
= Blocking malware distribution mechaniam via wab

- We need ta make effort 1o decrease web-based malware distribution ratio,
DB leakage is already done.

—  Removal of walnerability of essential intrusion to distributicn sites. (20L injection,
backdoor, ._) i e

Meed to seek more practical solutions in terms of requiring considerable time and cost
= Effort to detection and blocking distribution sites,

Pk g
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